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Risk Management & Internal Control

for operational staff of Government agency
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NIRBANIT (Agenda)

* Day1 : 11 SU21AN 2561

9.00-11.00 4. NIBULUIAA USNNITAIAYVDINITUIUITANULEES LaznsAruaNn ey
11.00-14.00 4.  Workshop HnUfuRnis

(AU AN FAVLRUUSTITANULFSIVDIUIYIY LasnIUa KRIs)

14.15-16.00 U. Learn & Share waniasuisowus
* Day 2: 125unau 2561
9.00-11.00 4. VANLNUIINTENTHNNITAGIINUINITFIURAEUINNUNUHURN1sATUANNIETY
ANTUNUILNUVBIST N.A.2561
LATITEUUTUNTINSEUUNSAIUANNTETY

11.00-14.00 ¥.  Workshop HnUfdfinis (LAs1eAnseuIung kaginungnaIuAuEnAgy)

14.15-16.00 4. Learn & Share waniasuiseus
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VUCA WORLD

 Volatility (Rate of Change)
* Uncertainty (Unclear about the present)
e Complexity (Multiple key decision factors)

e Ambiguity (Lack of clarity about
meaning of an event)

Disruptive Change

APTall Achievement Professional Teamwork for All together Q0O



|

’ﬂ-‘hh-‘llllllllﬂl;
1 7
3

flg
Us: mnTneJ 4. 0

— [U1aaniswawulaus:zinHA |—

< (ung OuAy na=dudiu

‘ msaswluina UssinAfne4.0 | 9dnMsaswAuIduiggoinmgiu
AaMsiasurnenw a-aswloniad | Ia=USUIUEBLISMISIIN
“msguindoulAsygnoinuddsudanssy” | ‘rwanfddee’ 10U ‘Hides Taun’
(Value-Based Economy) " (Productivity)

L,

£ ﬂ fi

Tha]iandw Thailand20 > Thailand 3.0 Tha|land40

Heavy Industry Creativity + Innovation
Low wages Advanced Machine Smart Thailand
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(Better Governance, Happier Citizens)
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uasivouT iy Collaboration Network

Open and
Connected
Government

Collaboration Innovation

nA aﬁmatdumn
VOIS 'ﬂ'muua.,rnana

Enalald
Customer Focus I

Competency

N3y
nu'unﬂmmu"ﬂa

Credible & Trusted
Government

MASSHoN

Unnmuilurubna uasUALY
Citizen-Centric Smart and High
Government Digitization Performance
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Objectives OUTCOME
(Mission-Vision)

Customer

Customer

INPiT Process _—
Need at_lsy
Core Process

Support Process
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What is GRC

GRC is a management model that promotes the
criteria unification, as well as communication and
collaboration between different stakeholders in the
management and control of the organisation

Governance

- Strategy Governance;
- Goah and obyectives » Manages the risks to the
- Folicss and procedures i
execution of the company strategy
Btrue nd proces
s = as well as the risks from the

chosen strategy

9 RisK managemeanl
"“""""”“I"‘ S « Determines the areas exposed to
LOmpdy A8I0 polcy Bni : !

potential risks

Compliance:
« |s the tactical action to mitigate risk

©O
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Governance of risk: Three lines of defence

Governing Body / Audit Comittee

Senior Management T
15t Line of Defence 4 2nd Line of Defence ®* 4 3rd Line of Defence

Internal
Management Control
Controls Measures

Financial Controller
Security
Risk Management

Quality
Inspection

Compliance

&
&
B
=
=
S

Internal Audit

Risk Ownership Risk Control Risk Assurance
(Control) (Monitor-Report) (System)

https://www.iia.org.uk/resources/audit-committees/governance-of-risk-three-lines-of-defence/

APTall Achievement Professional Teamwork for All together Q0O
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Control

™ Waste

V] Unacceptable
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Risk
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Risk (A2713188)
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Uncertainty N
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4 Problem
\ /

Crisis

APTall Achievement Professional Teamwork for All together <O



Risk (A24L38)
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Risk
Change
Threat-Opportunity

Problem
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awirlowa 3 Us:ms ngonu Risk

1) Risk is always bad

Risk 1Hvasluqane

2) Risk must be eliminated at all costs

Risk Level

Y o . Y Qq’
M09M1dA Risk 1HRHNATH

Cost
3) Playlng it safe is the safest thlng to do
"lwammﬂ ‘i)”ﬂﬁl/‘ijﬁﬂﬂﬂﬂ naqel

z:l’ a o 4
w1 tenaslsgneumsuIseteved wa. seiasy oaTsEounea
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o . AFTER

Risk Tolerance Boundary ™.
Placzd on fe proile to reflect I A

Corparate "Hla{ﬁpp_eie://‘_/

By adjusting the level of
cuTency hedging, rescurces
catbe releasedto help fund

imgroverments to profection of
the productich facility,

—

Caution Zone

Risks in the 5y ellow" ar2a
need constant vigilance
and ragular audit

Likelihood

Likelfocd Scalz: A Very Higk B:High C: Dezasiond D Low E Very Loww F: Almost Impossible
Irpact Soale: I: C d&astrophic Ik Zritical 101 Significant W Margin:l
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Risk Management Process

NTUSHITAIULA Y (Risk management)

| =N oAy
Strategic: ﬂ'ﬁEj"ﬂﬁf Operations: ﬂ;]‘Ufﬂﬂ‘IE / Reporting: N33 718974 /

Compliance: NM3fiiaawngs o
mglszaanvessne

AU HITANUIABIVEIDINNT AD NIZVIUNSNAIHUA
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= W Dbjective . € J‘ 1 H = é I
g | [oviecpsemna | | AP HasmansamenaduaziHan Tz NUADBIANT 1Az
a == Event Identification A -ﬁl,“, E i = i R ” =
R - : - - "‘:51/. 7| Z aunseaamsnnnaaalioylyszaunesanssansy
- - Risk nssssment | e ; B = . .
= = Risk Reponse b ﬁI;J;‘ wiold lasuanuiulestsamaaumalunisussg
e — 0 z 7 L |
= Cuntrulcﬁvitiﬁ | I ;;,L’ ‘Jﬂt]‘lj‘szﬂ'ﬂﬂ
- Infoermation & Communication = G i - " "
= S MIUIHITANUFBIvBIeIAnI sz nov ldqe
onitoring ,,1 \cfi‘ {]J y o T g a‘ﬂ o o A
- paAdsznoy MnedTeanu 8 esnlsznow Al
& 2 o
1. amwadeume lueIAns

Source: The Committee of Sponsoring Organizations of the
Treadway Commission (COSO) — Enterprise Risk
Management — Integrated Framework

msmuuainnlseaad
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mslszifiuninndos
“Enterprise Risk Management — Integrated Framework™ 181
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1. STUANMTYY/IHAN TUTIATY

SWOT/Context '
Hmaelaou Tl . e seyifaveninansznulwssavaevine
2. mrua " ) ) )
Somilkerad VDIDIANT (mqmawﬁmﬁm uay Ulsza )
| - Internal & External Factors

E - IMAMIBISIER 1Y feazifniy
3. sEyaNuasy

. ** Change & Uncertainty **
(MM 30 ¥
3 else S T * szIANANUFYS
AIVANTUAE 4 st - anuasasunagns (Strategic Risk)
a . _ d' 9 Aa oA . .
HATITHIS S ﬂmmjmimﬂguamm .(Oper.atlorllal Risk)
AT T - anuasaaumsnu (Financial Risk)

- anudessumsfiaaungszidey
9-0. vaiuay

(Compliance/Hazard Risk)

VT HITUNUIAMS

MLRNAIMIAES > What-If Analysis
]
[ s1euLas Event Inventories/ Facilitated Workshop/ Interviews
AAN N /Surveys / Forecast-Foresight from Experience Etc.
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Us:InNudaa A (Risk Category)

Strategic Risk Operatlonal Risk
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Financial Risk Compliance Risk
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o Apsuantdday wlauulay
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Identify Risk Event

Internal & External Environment

1 Problem / Vulnerabilities /
Ineffective Control/Management

1 Change / Uncertainty
1 Abnormality / Emergency

Impact
Objectives & Target

APTall Achievement Professional Teamwork for All together



Draft - Enterprise Risk Management Risk Universe

[ Operational

)

| (e

Governance &| | Stakeholder Patient Care| | _Human Information|| Physical
Leadership Relations Resources | | Technology Assets
<+ Governance <Communication <Service Delivery <+ Recruitment, “IT Management < Asset <Standards of “Funding
« Board Structure & and Relations ~ *Admission, Transter andgelection & * E-Hoa Management Business Conduct ‘0o
Performance « Public and Medka Discharge . Retenti “Access & -Replacement Management “Ethics
. sTransitional plann tention *Debt
*Culture and Ethics Relations g oms Y Credentialing Security < Capital/ s - Eoundalion
“ConirolRisk Envieonment  +Patient Relations Fésaaisry ‘Medical staff Construction rorasid +Market
Social Responsibility ‘Govemment Relations «Support staff +System
Em Care & Service Acquisition & «Legal & “Interest Rates
“* Planning and Gms:ur::ﬂ o Accessibility «Contractual stal‘:' Reliability & Disposal Raac) «Foreign Exchange
Resource Allocation 7™ eeto Care Plan/ Servico Plan ‘Professional stafl o iy e st O egulatory “Financial Instruments
-Organizational Structure : i “Treatment *Employment Equity Acquisition « Governing Legistation,
: : *Union Relations » . + Development “Back up and recavary «Commitment Tracking & A _ +Invesiments
*Strategic Planning “Crisle Commumication  “Coordination of Services velopment .o .. Recovery Processing Bylnus & Reguiations <Liquidity and
*HR Strategy Patient Rights & Performance  <System - Contrac/Project OIS A Coa
[T SHSIM‘Y' +Patient Equity *Training and Education Integrity Manag *Professional Regulalory Cach ol
*Partnarship Development “+Support +Succession Planning * Assot Disposil e el SN At G
?wm":g::ﬁ " SOW‘CBEI ;;ewa SEnd User “Equipment Praclice *Insurance
% External S . SUiher Support & Acquisition, “Data Prtector +Accounting and
. . Al
Environment Services Relations Education Maintenance & v, Hegha  Teporting ,
s * Accounting, R &
o | - 1 . | i L |
e S sl Contingency Planning 4, Infragtructure  comrum ;;?mm;"rg g ‘Seeowo +Internal Control
SIS S <Compensation ... roiacement : *Faciity Standards Requirements
Economic Faclors “Patient Safety + Processing +Procurement Practices s :
i (Pasciernic, dnfection Prevention & Denefits deployment and + Contract Management  .pagient Safety +Trust Accounts/Special
terrorism, natural disasters, Control iy AdwinN balony: - solvmeont “Maintenance “Inteliectual Property Purposs Accounts
bt i and Compensation *Inventory Management .gq ipment Obsolescence  .neql; <Pension Funding
elc) e Incident Reporting Ma A Quipmen Negligence
*Business Continuity *Education & Training NGgemer & Disposal
<Major Initiatives *Security “Employee +Site/Asset +Budgeting and
-Vision and Direction *Medication Management Safety Security E st
-Planning and Execution *Medical Device * Health and Safety * Assel storage & handling T
-Measurement and Reprocessing « Facilities
i 9 *Security and Access <Taxes (Property,
*Business Acceptance “* Inventory Commodity)
¢Corporate Management
Reputation * Conftract Management
*Distribution
*Inventory Shrinkage and
Obsolescence
*Valuation
-Product Recalls
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Objective — to travel by train from A to B for a meeting at a certain time

Failure to get from A to B on time for the

meeting

X this is simply the converse of the objective

Being late and missing the meeting

X This is a statement of the impact of the risk,
not the risk itself

There is no buffet on the train so | get hungry

X this does not impact on achievement of the

objective

Missing the train causes me to be late and miss
the meeting

This is a risk which can be controlled by
making sure | allow plenty of time to get to the
station

Severe weather prevents the train from
running and me from getting to the meeting

This is a risk which | cannot control, but
against which | can make a contingency plan

APTall
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(Risk Cause and Consequence Analysis)
Checkpoint : Future Event / Focus / Fact & Data (Likelihood-Impact) / Function-Process/Activity (for Internal Control)
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Likelihood
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Consequences (Hansznu/Impact)
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Current Effectiveness

Control after Control
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QD Financial Impact ( Loss
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New Risk Treatment Plans @
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2.
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STRATEGIC RISK

OBJECTIVE EVENT OUTCOMES

Guarantee Interruption  Overtime

reliable and of deliveries

competitive Emergency

supplier-to- freight

manufacturer Quality

processes problems
Production
losses

RISK
INDICATORS

Critical items
report

Late
deliveries

Incoming
defects

Incorrect
component
shipments

LIKELIHOOD/
CONSEQUENCES CONTROLS

MANAGEMENT

Hold daily supply
chain meeting with
logistics, purchas-
ing, and QA

Monitor suppliers’
tooling to detect
deterioration

Risk mitigation
initiative: Upgrade
suppliers’ tooling

Risk mitigation
initiative: Identify
the key supply chain
executive at each
critical supplier

ACCOUNTABLE
MANAGER

Mr. 0. Manuel,
director of
manufacturing
logistics

41
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Control
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2.
3

Current Management & Control
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QD Financial Impact ( Loss
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1.

Key Risk 5

Non-Financial Impact (Loss—>
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Internal Control Standard

IN;"ERNAL
(@~ = CONTRO

for Government Agency
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NI UHUIBNUYDITH N.A.2561
Wszmea o $u 3 01.9.61)
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Q 6 . -
100U §IA2DINITAIVANAN el (Objectives)

Reliability of reporting for | Effectiveness Efficiency and

internal and external use Economy of operations

doyanazsigounomsiou-luldnisiou 4 UUs=d@nsdwa Usz@andmuw Us:znga
(Qneiov Asudou 1Gofiald nuan) Reporting Operation Aua Quasnynswegdu Jevnunsoan
(R) (0O) auiawala aWIdeMe n1ssolna

msaulas nSen1snesn

Compliance
(C)

Compliance with applicable laws and regulations
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Internal Controls Framework and Principles q
The COSO Cube 3 Obijectives (imqﬂ'izmﬁ)

VAV a4

Control Environment _
5 ‘ - _ _
-- - - Structure
Components /S !

Information & Communication

Manitonng Activities

The Committee of Sponsoring Organizations of the Treadway Commission (COSO).
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1. Control
Environment
NANssNNISARARNNR nsUsSiRuAN LR
(2 aNNI3) . . (4 aNNI9)
5. Monitoring Objectives
Activities (1) Operation
(2) Reporting
(3) Compliance
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4. Information and 3. Control
Communication Activities
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N5 HUANNLASY (Risk Assessment)

Current Effectiveness

Control after Control
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(Inherent A A o 4 4
NYao FEAUA UL LN

Risk ) , e T
(Residual ANEee  gausU A

Risk) ﬁﬂau%"]ﬂg]} (Acceptable Risk)

AOUTUDINNNTEN APNININUNIU
Risk Response Check/Monitor

Achievement Professional Teamwork for All together



APTall

3. ﬂ‘ﬂﬂ‘i‘iﬁJﬂ’]%‘ﬂ’J‘Uﬂﬁ\l

Lﬂum@ﬂgumwmmm”l,q‘l,uuiﬂmﬂLmvmvmum@mmmu e lfuladanng
ﬂﬁﬂ'ﬁmmm?mmﬂmr:Jmmmmm AV ER muqummLmﬂqiumqmﬂﬁ‘ﬂua‘izgqmqﬂ?zmﬂ
ﬁ@ﬂﬁmm@mu@uma?”lﬁ?uﬂwﬁq"l,ﬂﬂﬁﬁﬁ%nﬂizﬁmﬂwmmm lunszununslfdmau
Gﬁg’/umum@ﬁ%ﬁmmﬁim mutansiwmalulagunldlunisaniiivanu

(MU ULRITT)

(10) 53U HATNAUINANTTNNITAILAN LNAAAANNIALIIUNNTUSTIRLseaenliasly
sraungansula

(11) 52y wasWawINanssunIsAILANNa LA uwmAlulaE iNaguuayUNITUSSY
ThnUseasn

o raa o [ o @ o o
(12) apludnanssun1sAuAN Tnamuualdluulaung dssnaunlanadiisananandg
wazdupaun1sUimnew iwaldulauallgnsd fiinass

Achievement Professional Teamwork for All together



NANgINNIFAIUAN (Control Activities)
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Are We Doing Things Right? Are We Doing The Right Things?

(How?) (What?)
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Input: Resources, including cost and workforce
Process: Activities, efforts, workflow Performance
Qutput: Products and services produced Measures
Outcome: Results, accomplishments, impacts
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CREDIT

o Usudig onsdszoumd . enansiszneumsasuin 2104559 Risk Management
for Industry

sz onsiszoumd . lenensdszneumseususalfiianms Risk Management :

Challenge & Opportunity
« COSO ERM : Application Techniques
« COSO ERM : Developing KRI to strengthen ERM
« COSO ERM : Risk Assessment Thought Paper October 2012

« Frank Davies : Manager, Enterprise Risk Management, NSW
Department of Education and Communities;Chair, Public Sector
Risk Management Association WPSRMA

« Dr.Zakaria Salah : The Key Risk Indicato™ T Example
« Kayan Debnath : Key Risk Indicators : Bet on the risks you carry
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